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Cybercrime-GROUPS OF CRIMES 
u DISTRIBUTION OF ILLEGAL 
GOODS 
u THEFT, IDENTITY THEFT AND 
FRAUD  
u CORPORATE ESPIONAGE 
u Bullying and stalking  
 
Cybercrime presents a huge challenge to 
the criminal justice system 
u  There is a huge gap in the enforcement of 
cybercrimes; 
u  Most cyber criminals are not prosecuted; 
u  Cybercrime is a new category of crime which 
presents challenges for the justice system and 
the law enforcement community;  
u  It is growing tremendously quickly with new 
schemes being created daily;  
u  Traditional law enforcement methods can not 
detect it; and  
u  New technical skills must be developed to cope 
with the skills of the criminal   
Catching the Cybercriminal: Reforming 
Global Law Enforcement-Video 
 Participants included high-level cyber experts, policymakers, and media 
speaking about the needs and capabilities of US and international law 










Balancing Law Enforcement and 
Industry needs 
u  Due to the nature of technology and the difficulties 
of investigating and prosecuting cyber criminals, it had 
fallen to industry to police themselves  
u  Many manufacturers decline to reveal breaches and further 
decline to fix security risks they are aware for fear of 
harming their profits and/or increasing the difficulties in the 
use of their products and continue to allow potential 
security breaches to remain even after being notified of 
hacking 
u  In response, President Obama, enacted the Cybersecurity 
Act of 2015 which creates a framework designed to 
facilitate and encourage confidential sharing of information 
concerning cyber-threats between the federal government 
and the private sector 
u    
Cybersecurity	Act	of	2015	
	













Federal government investigates and 
prosecutes most cybercrime 
There are a multitude of Federal departments, agencies and 
commissions involved with cybercrimes and cyber terrorism 
This has led to overlapping responsibilities and no unified :plan for 
enforcement  
The most significant are: 
•  Department of Justice. The FBI is the agency most involved with 
investigating cybercrime and terrorism 
§  Department of Homeland Security  
§  Federal Trade Commission 
 
Ø  Details about the above departments and agencies follow and 
some information about the other departments and agencies 















u  The FBI-AGENCY 
https://www.fbi.gov/investigate/cyber 
§  The FBI is the principal agency that investigates attacks by 
criminals, overseas adversaries, and terrorists. 
§  It has 60 cyber squads that work together with other federal, 
state, local, and private-sector agencies  
	











































































u  The Internet Crime Complaint Center (IC3) is a partnership 
between the FBI, the National White Collar Crime Center 
(NW3C), and the Bureau of Justice Assistance (BJA) 
u  The mission of the IC3 is to provide the public with a 
reporting mechanism to submit information to the FBI 
concerning suspected Internet-facilitated criminal activity, 
and to develop alliances with industry  
u  Information is analyzed and distributed for investigative 
and intelligence purposes, for law enforcement, and for the 
public awareness 
u  This is the 2019 IC3 report 
https://pdf.ic3.gov/2019_IC3Report.pdf 
 
FEDERAL CRIMINAL LAWS 
STATUTES 
Federal Wire Fraud Statute 
u Prohibits the use of interstate wire 
communications to further a fraudulent 
scheme to obtain money or property  










Computer Fraud & Abuse Act 
 
u Passed in 1986, the Computer Fraud 
and Abuse Act (CFAA) is designed to 
reduce cracking and hacking of 
computer systems and to address 
federal computer-related offenses 
CFFA 
Seven types of criminal activity : 
u  1.obtaining national security information, 
u  2.compromising confidentiality, 
u  3.trespassing in a government computer, 
u  4.accessing to defraud and obtain value, 
u  5.damaging a computer or information, 
u  6.trafficking in passwords, 
u  7. threatening to damage a computer. 
u  A violation of the CFAA can be committed in two ways: 
u  1.By an outsider who trespasses into a computer or 
u  2.By an intruder who goes beyond the scope of his given 
authorization. 
The Federal Economic 
Espionage Act of 1996  
EEA, 18 U.S.C. §§ 1831-1839,  
Economic espionage: Criminalizes the misappropriation of 
trade secrets (including conspiracy to misappropriate trade 
secrets and the subsequent acquisition of such 
misappropriated trade secrets) with the knowledge or intent 
that the theft will benefit a foreign power.  
Foreign espionage performed to benefit a foreign government  
u  Theft of trade secrets: Criminalizes the misappropriation of 
trade secrets related to or included in a product that is 
produced for or placed in interstate (including international) 
commerce, with the knowledge or intent that the 
misappropriation will injure the owner of the trade secret 
Commercial theft regardless of beneficiary 
Federal Civil Remedy 
Defend Trade Secrets Act (“DTSA”) 
u  The DTSA (18 USC §§ 1836 et seq.) signed into law in 2016 
creates a federal, private cause of action for trade-secret 
protection  
u  The DTSA provides a uniform statutory scheme to be 
applied in federal court; it does not pre-empt state law 
u  Before the DTSA trade secret owners seeking damages or 
injunctions for stealing a trade secret could only sue in 
state court.  
u  Emergency injunctions are necessary to halt the secret 
from being made public or being used for another’s benefit  
 
State Civil Remedy  
(NY did not enact)  
Uniform Trade Secret Act has been 
enacted into law by 48 states 
NYS CRIMINAL STATUTES 
STATUTES 









Protection of Privacy 
u Most important privacy legislation is 
on the federal level of government 
u Some States have privacy laws 
u The laws protect all consumers, 
medical information and the most 
vulnerable-children and the elderly  
Federal:Electronic 
Communicatioms Privacy Act 
u  The Electronic Communications Privacy Act and the Stored 
Wire Electronic Communications Act are commonly referred 
together as the Electronic Communications Privacy Act 
(ECPA) of 1986.  The ECPA updated the Federal Wiretap Act 
of 1968, which addressed interception of conversations 
using "hard" telephone lines, but did not apply to 
interception of computer and other digital and electronic 
communications.   
u  The USA PATRIOT Act, clarify and update the ECPA to keep 
pace with the evolution of new communications 
technologies and methods buthave eased restrictions on 
law enforcement access to stored communications in some 
cases 
u  Carpenter v. United States: Law enforcement needs a 
warrant to search and seizure cell phone records, which 
include the location and movements of cell phone users  
ECPA 
u Protects wire, oral, and electronic 
communications while those 
communications are being made, are 
in transit, and when they are stored 
on computers.  
u Applies to email, telephone 
conversations, and data stored 
electronically  
Federal Privacy: The Health Insurance 
Portability and Accountability Act 
u  The United States has comprehensive federal health privacy 
legislation, with the key legislation being the Health 
Insurance Portability and Accountability Act of 1996 
(HIPAA) 
u  HIPAA mandates the creation and distribution of privacy 
policies that explain how all individually identifiable health 
information is collected, used, and shared, and establishes 
strict controls on how that information is used and 
disclosed 
Federal Privacy: 
 Children  
The 1998 Children’s Online Privacy Protection Act 
(COPPA) 
Its goals are:  
u  to enhance parental involvement in order to 
protect the privacy of children in the online 
environment;  
u  to help protect the safety of children in online 
forums 
u   to limit the collection of personal information 
from children without parental consent 
 
Several federal agencies currently collect elder abuse data 
(including physical abuse, neglect, and financial exploitation) 
on an ongoing basis at different points in the process.  This 
page provides snapshots of elder abuse through the lens of 
three distinct federal data sets:  
u  National Adult Mistreatment Report System 
(NAMRS) collects state-level adult protective services data 
u  National Incident-Based Reporting System (NIBRS) collects 
state-level law enforcement data 
u  FTC Consumer Sentinel Network collects consumer 
complaints from multiple sources 
u  Financial Crimes Enforcement Network (FinCEN) collects 
data on suspected elder financial exploitation submitted by 
financial institutions 
Federal Elder Abuse Prevention 
and Prosecution Act of 2017 
NYS PRIVACY STATUTES 
STATUTES 
NYS Shield Act 
u  On March 21, 2020, the data security provisions 
of New York’s Stop Hacks and Improve Electronic 
Data Security Act (“SHIELD Act”) went into 
effect.  
u  The SHIELD Act requires any person or business 
owning or licensing computerized data that 
includes the private information of a resident of 
New York to implement and maintain reasonable 
safeguards to protect the security, confidentiality 
and integrity of the private information 
NYS SHIELD Act  
 
1-Tightens the requirements for providing data 
breach notifications 
2-imposes a new requirement on entities 
possessing private information associated with New 
York residents to implement “reasonable” security 
measures to protect that information 
3-Provides penalties for non-compliance 
4- Requires that there be a designated employee 
for cybersecurity at entity 
Penalties 
u  Enforcement of law is handled by the NY Attorney 
General’s office  
u  Potential penalties for an entity that violates the 
SHIELD Act:  
•  For data holders who fail to notify their 
employees or customers of a data breach, 
monetary relief may be awarded 
•  If New York residents do not receive data breach 
disclosure notices, courts can award those 
residents monetary damages for actual costs or 
financial losses they incur as a result of the 
breach 
